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Introduction

Like any business, farms and agricultural operations
are vulnerable to cyber-attacks. According to the Food
and Agriculture - Information Sharing and Analysis
Center (Food and Ag-ISAC), in 2023, there were 167
ransomware attacks on the food and agriculture sector
globally, accounting for 5.5% of the total volume of
ransomware attacks. The food and agriculture sector
is the 7th most attacked sector of the 11 sectors that
are monitored (Food and Ag-ISAC, 2024). As farmers
and ranchers have adopted more precision agriculture
technologies over time and will continue to do so, they
must consider how to protect this valuable data that is
essential for their operations.

Insuring Cyber Risk

With the increase in the use of precision agriculture,
farms and ranchers are becoming more vulnerable to
cyber-attacks. Hackers can hold farm data for ransom.
From 2019 to 2020, the average ransom demand
doubled, with the highest observed ransom demand at
$23 million (FBI, 2021). In January 2021, a ransomware
attack against a farm caused $9 million in losses from
shutting down their farming operations (FBI, 2021).
Other risks for farm data besides data theft include
ransomware and data destruction. Ransomware can
be used to make files unreadable, and data destruction
could result in the loss of valuable farm data (FBI,
2016).
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Cyber-attacks are risky because they can cause
farmers, ranchers, or business owners to possibly incur
enormous, unexpected costs. One way to mitigate

this risk is by using cyber insurance. Cyber insurance
can cover farmers for the risk of a data breach, cyber
extortion, or identity restoration. Typically, there are two
types of cyber insurance offered: first-party and third-
party coverage. First-party coverage would directly
cover the policyholder’s losses from a data breach on
their own data system or network. Third-party coverage
covers the policyholder if a third party brings claims
against them due to a data breach (FTC). For example,
if you have a small business and your client information
was hacked and published online, third-party coverage
will protect you from legal costs if your client decides to
sue you due to their leaked information.

For farmers and ranchers, first-party coverage

would be the most useful option unless they are

also business owners who are storing client data.
Some recommendations are to ensure that the cyber
insurance policy covers data breaches, cyber-attacks
on your data held by third parties, cyber-attacks from
breaches in your network, and cyberterrorism (FTC).
Some companies offer cyber insurance policies
specifically for farmers and ranchers. For example,
AmericanAg offers policies to cover first and third-
party data breaches, cyber extortion, and identity
restoration (AmercianAg). Nationwide also offers cyber
security insurance and promotes the policy for farmers
(Nationwide).



Conclusion

While cyber insurance may not be widely adopted at

the producer level yet, producers may want to learn
more about it, especially if they have precision-intensive
operations. Crop and livestock farms that are at high
risk for losses from data breaches or operational
disturbances may want to consider a policy. Producers
are encouraged to follow proper protocols for storing,
managing, and securing data to help protect themselves
from cyber-attacks.
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